In this paper, an algorithm for secure transmission of message is proposed based on Lagrange's interpolation. The message is viewed as a polynomial of degree n where n is kept secret and transmitted to the receiver's side using the concept of a digital envelope. As any nth degree polynomial is uniquely determined by n+1 points, n +1 points are communicated to the other side, where the polynomial and hence the message is reconstructed. Padding of length m is added to the message to overcome the message length issue. Although any coding scheme may be used, in this paper Huffman coding is used for converting the plaintext into binary form. Finally, the proposed algorithm is compared with the performance of RSA algorithm and found to be efficient.
INTRODUCTION
is one of the oldest and most widely used public key cryptographic systems. It is using modular exponentiation function for encryption as well as for decryption. A practical concern in this algorithm is computation cost [3] of P e mod n and C d mod n. When P, C, d and e are large numbers RSA algorithm takes more computation time to evaluate P e , C d and then reduce modulo n. In this paper, a new algorithm based on Lagrange Polynomial Interpolation (LPI) [1] is proposed. This new algorithm used for passing on messages securely between the sender and receiver. Here the message is represented as polynomial coefficients. It uses the basic operations like addition/ subtraction and multiplication for polynomial coefficients calculation, which reduces the computation time.
The rest of the paper is organized as follows. In Section 2, a description of the proposed algorithm s given. Section 3 gives the experimental results and compared with RSA. Finally, in Section 4, we conclude the paper.
CRYPTO SYSTEM BASED ON LAGRANGE INTERPOLATION
In this work, the developed technique for encryption and decryption is based on mathematical idea of Lagrange Interpolation. A random number N is assumed by the sender and the respective N value securely communicated to receiver through the concept of digital enveloping [8] . Security of message is mainly depends on this randomly generated N.
Hence, the sharing of N value between sender and receiver kept secret.
The sharing of N value, encryption and decryption of the message transfer are presented here. Sender assumes the N number, securely communicated to receiver through digital envelope.
Encryption:
The sender is converting the actual message into points like (x i ,y i ) by passing the original message using the algorithm given in Fig 1. In Step 4, M is constructed by using the formula
In this algorithm, f(x) is calculated by polynomial function f(x) using [a 0 , a 1 ,-a N-1 ----a N+m-1 ]. where
Fig 1: Encryption Process
Decryption: Receiver collects all the interpolation points, retrieves the original message using the algorithm in fig2.
Step 2 is used for constructing polynomial function is achieved by using following formula The binary coded text is given to the decimal block; it converts the binary stream into decimal number. The binary stream input to the decimal block is 0000011101, decimal equivalent is 29. Decimal number 29 is given to the random function block. Random function [7] block will divide the input decimal number into N parts. In the figure the taken N is 5, random set generated is a={4,4,6,7,8}. The actual input is retrieved by using the following formula. M= ∑ = ∑ = 4+4+6+7+8=29. The generated random number set is concatenated with m cheating numbers, in figure assumed m=3 and cheating numbers are {9,3,5}. Resulting set is delivered to polynomial function block. Polynomial functional block receives n+m points as the input, constructs a polynomial by using n+m points as the coefficients in that polynomial.
SYSTEM MODEL FOR MESSAGE DECRYPTION:
Message decryption process using Lagrange interpolation is shown in Fig 4. The receiver collects the cipher text in terms of coordinate points (xi,f(xi)) and then given to the Lagrange interpolation block. Lagrange polynomial block gives nth degree polynomial that passes through n+ 1 point. The Lagrange interpolation formula is given as In the figure Lagrange interpolation [8] block constructs the polynomial f(x). Data extractor block receives the polynomial f(x), extracts first n coefficients and neglects m coefficients. The extracted n coefficients are delivered to decimal adder. Decimal adder adds all the n numbers and given to binary converter. Binary converter block converts the decimal number into binary equivalent. Resulting binary code is given to Huffman decoder. Huffman decoder block converts the binary code into text format by using Huffman dictionary.
EXPERIMENTAL ANALYSIS
We selected 1000 samples from The Hindu paper of various string lengths to conduct the experiment. The samples are encoded and decoded by using the proposed algorithm. For each sample we varied the N value. Encryption and Decryption Analysis of RSA and LPI: Both RSA and LPI algorithms are used for encrypting the plaintext and decrypting the cipher text. RSA is using the exponent multiplication for encryption [5] and decryption [4] .
LPI is based on addition, subtraction and multiplication operations. Computation time for encryption and decryption operations in RSA and LPI algorithms is shown in table 2 and  table 3 . Computational times for various message sizes (128bit, 256 bits, 512 bits, 1KB, 2KB and 5KB) is shown in fig 5. RSA algorithm is taking more time than the LPI algorithm. 
CONCLUSION
The problem in secured message transmission is studied and then, a new algorithm is proposed for secured message exchange based on mathematical techniques. Security to the message is providing selecting N value and by using random number generator. Confidentiality and integrity is achieved with this algorithm. Strong evidence has been supplied for practical implementation of message transfer. The advantage of this scheme is 1) using a simple polynomial interpolation calculations are used for message exchange, 2) can transfer massive messages between the communicating persons, 3) more secure because of usage of random function and 4) reducing the length of the code using Huffman technique. 
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